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• Internal analysis of 

potential impacted 

components and 

suppliers 

• Escalation to the 

supplier

• Investigation process 

at the supplier

• Issuing a fix
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Process
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components to VINs

• Releasing an OTA 

campaign to fix the issue
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Yesterday Today

Risk

Few ECUs

Simple functionality

No connectivity

Many ECUs
(50-150)

Rich
Functionality

Hyper-
connected

Challenges



The Case For Transparency
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Yesterday Today

Cost

No relevant regulation

Manual efforts

No support
post-production

WP.29,
ISO 21434

Move at the
speed of SW

Continuous monitoring 

Consequences



How do you secure 
the unknown?
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Digital replica of vehicle components used for 
cybersecurity analysis

Captures the entire product “context” and 
metadata accumulated during the development 
process

Transferrable across the supply chain and can 
be used throughout the product lifespan

Cyber Digital Twin
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Iterative Process

Developing with Cyber Digital Twin

Design
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Operation
Maintenance

Validation

Development

OEM

Reqs

Tier-1/2

Firmware

Keys

OEM Tier-1/2

Reqs Firmware

Keys Acceptance
Test

OEM Tier-1/2

Reqs Firmware

Acceptance
Test

Keys

OEM Tier-1/2

Reqs Firmware

Acceptance
Test

Keys

VIN

IMEI
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The Transparency Vision
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Harmonization

OEM

Tier 1s

Tier 2s

OEM



The Transparency Vision
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VIN to S-BOM
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The Transparency Vision
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Collaboration

Tier 1 Tier 2

OEM

AuditorMSSP
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• Harmonization 

• Traceability

• Collaboration

Transparency 

Cyber Digital Twins
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About Cybellum

We enable OEMs and their suppliers to develop and 
maintain secure products
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Vulnerability management throughout the 
product lifecycle

Compliance with security policies, 
standards & regulations

Continuous monitoring and 
incident response

Product Security Assessments & Operations powered by 
Cyber Digital Twins™ Platform



Any question? 

Michael Engstler, CTO
michael@cybellum.com

Thank you
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