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FuturePast

Individually owned, stand alone car

Mainly mechanical, some electronics

Driver assistance systems (DAS)

Vehicle safety – HW oriented

Periodical (homologation & inspection)

Intermodal
Connected

TRANSFORMATION OF MOBILITY 

Shared Mobility-as-a-Service (MaaS), connected, intermodal

More (micro)-electronics, more and more SW defined

Automated Driving Systems (ADS)

Secured safety – HW, SW, data, updates

Continuous (digital & remote)
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Technology
Business/Markets Policy/Society

Rapid development of 
enabling technologies for 
Autonomous Vehicles

Many new business 
opportunities, and markets

Regionally different 
regulatory requirements 
evolve slowly

How to manage time-to-market of much more complex products/services while 
meeting the moving target of different regulatory requirements?  

MISMATCH: 
FAST TECHNOLOGY DEVELOPMENT– REGULATION LAGS BEHIND



INTEGRATED APPROACH FOR AV VALIDATION – 3-PILLARS
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CHALLENGES TO REGIONAL SPECIFIC TESTING

What to test/validate? How to test/validate?

 Specific traffic rules

 Specific road types

 Specific environmental 

conditions

 Specific agent behavior

 Specific infrastructure

 As much as possible?

 Etc.

 Testing license, test area 
accessibility

 Test- &reporting rules

 Data analysis & reporting, 
recording, data privacy

 Simulation fidelity

 Test data portability and 
compatibility

 Comparability, replicability of 
tests across testbeds 

… needs global approaches and global collaborations



WHAT IS IAMTS

INTERNATIONAL ALLIANCE FOR MOBILITY TESTING AND STANDARDIZATION



VISION

Create a global community comprised of advanced mobility testing  service 
providers and companies, organizations and agencies in  need of such services.

Develop and share best-practices to ensure consistent, replicable  and reliable

testing.

Maintain a global directory of physical, virtual and cyber-physical  testbeds 
and service providers and their audited capabilities.
Support global harmonization of standards and certifications to ensure the 
timely deployment of advanced mobility systems and services.



CURRENT IAMTS MEMBERSHIP – GROWING FAST 

**: permanent observing seat on Executive 
Committee as strategy partner

**

Smart Mobility 
Norway



IAMTS STRUCTURE

• Executive Committee (EC)
• Technical Leadership Committee (TLC)

Working Group 1

Test scenarios 
definition and  
harmonization

Working Group 2

Testbed capabilities 
and assessment

Working Group 3

Integrated 
physical/virtual

testing



CURRENT FOCUS OF WORKING GROUPS

WG1-Motivation &Challenge

Knowledge of WHAT and HOW 
to test for validation and 
certification. 

Driving behavior and regulations 
are globally different ! 

What can be done virtually, what 
has to be done physically ? 

!

?

WG2-Motivation&Challenge

Physical Testing in ADAS/AD will 
remain very important and you 
will need special proving grounds 
for these tests. 

Which proving ground offers the 
features which are needed for my 
tests ?

Whom to contact at the proving 
ground?

!

?

WG3-Motivation&Challenge

Virtual Testing in ADAS/AD will 
not only increase the efficiency 
in development, it will be 
MANDATORY FOR APPROVAL 
and Validation!

How to validate the virtual 
testing toolchain and models?

How to know what needs to be 
covered in the virtual world?

!

!
?
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AUTOMOTIVE 
CYBERSECURITY
TESTING 

NEW WORKING GROUP



THE LEGALIZATION LANDSCAPE / THE CHALLENGE 1



TESTING STAKEHOLDERS MAPPING / THE CHALLENGE 2
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Proving 
grounds & 

public 
roads

Vehicle / driver in 
the loop

Virtual test

Regulatory bodies

Standardization bodies OEMs

Tiers

Testing organizationsProving grounds

Tool suppliers

Test regions Methods Big industrials, start-ups
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		BJ		Benin		Africa		Africa		Western Africa

		BN		Brunei		Asia		Asia		South-Eastern Asia

		BO		Bolivia		South America		Americas		South America
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		BZ		Belize		North America		Americas		Central America

		CA		Canada		North America		Americas		Northern America
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		CF		Central African Republic		Africa		Africa		Middle Africa

		CG		Republic of Congo		Africa		Africa		Middle Africa

		CH		Switzerland		Europe		Europe		Western Europe
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		FI		Finland		Europe		Europe		Northern Europe
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		FR		France		Europe		Europe		Western Europe

		GA		Gabon		Africa		Africa		Middle Africa

		GB		United Kingdom		Europe		Europe		Northern Europe

		GE		Georgia		Asia		Asia		Western Asia

		GH		Ghana		Africa		Africa		Western Africa

		GM		Gambia		Africa		Africa		Western Africa

		GN		Guinea		Africa		Africa		Western Africa

		GQ		Equatorial Guinea		Africa		Africa		Middle Africa

		GR		Greece		Europe		Europe		Southern Europe
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		GY		Guyana		South America		Americas		South America

		HN		Honduras		North America		Americas		Central America

		HR		Croatia		Europe		Europe		Southern Europe

		HT		Haiti		North America		Americas		Caribbean

		HU		Hungary		Europe		Europe		Eastern Europe

		ID		Indonesia		Asia		Asia		South-Eastern Asia

		IE		Ireland		Europe		Europe		Northern Europe

		IL		Israel		Asia		Asia		Western Asia

		IN		India		Asia		Asia		Southern Asia

		IQ		Iraq		Asia		Asia		Western Asia

		IR		Iran		Asia		Asia		Southern Asia

		IS		Iceland		Europe		Europe		Northern Europe

		IT		Italy		Europe		Europe		Southern Europe

		JM		Jamaica		North America		Americas		Caribbean

		JO		Jordan		Asia		Asia		Western Asia

		JP		Japan		Asia		Asia		Eastern Asia

		KE		Kenya		Africa		Africa		Eastern Africa

		KG		Kyrgyzstan		Asia		Asia		Central Asia

		KH		Cambodia		Asia		Asia		South-Eastern Asia

		KP		North Korea		Asia		Asia		Eastern Asia

		KR		South Korea		Asia		Asia		Eastern Asia

		KW		Kuwait		Asia		Asia		Western Asia

		KZ		Kazakhstan		Asia		Asia		Central Asia

		LA		Laos		Asia		Asia		South-Eastern Asia

		LB		Lebanon		Asia		Asia		Western Asia

		LK		Sri Lanka		Asia		Asia		Southern Asia

		LR		Liberia		Africa		Africa		Western Africa

		LS		Lesotho		Africa		Africa		Southern Africa

		LT		Lithuania		Europe		Europe		Northern Europe

		LU		Luxembourg		Europe		Europe		Western Europe

		LV		Latvia		Europe		Europe		Northern Europe

		LY		Libya		Africa		Africa		Northern Africa

		MA		Morocco		Africa		Africa		Northern Africa

		MD		Moldova		Europe		Europe		Eastern Europe

		ME		Montenegro		Europe		Europe		Southern Europe

		MG		Madagascar		Africa		Africa		Eastern Africa

		MK		Macedonia		Europe		Europe		Southern Europe

		ML		Mali		Africa		Africa		Western Africa

		MM		Myanmar		Asia		Asia		South-Eastern Asia

		MN		Mongolia		Asia		Asia		Eastern Asia

		MR		Mauritania		Africa		Africa		Western Africa

		MW		Malawi		Africa		Africa		Eastern Africa

		MX		Mexico		North America		Americas		Central America

		MY		Malaysia		Asia		Asia		South-Eastern Asia

		MZ		Mozambique		Africa		Africa		Eastern Africa

		NA		Namibia		Africa		Africa		Southern Africa

		NE		Niger		Africa		Africa		Western Africa

		NG		Nigeria		Africa		Africa		Western Africa

		NI		Nicaragua		North America		Americas		Central America

		NL		Netherlands		Europe		Europe		Western Europe

		NO		Norway		Europe		Europe		Northern Europe

		NP		Nepal		Asia		Asia		Southern Asia

		NZ		New Zealand		Oceania		Oceania		Australia and New Zealand

		OM		Oman		Asia		Asia		Western Asia

		PA		Panama		North America		Americas		Central America

		PE		Peru		South America		Americas		South America

		PG		Papua New Guinea		Oceania		Oceania		Melanesia

		PH		Philippines		Asia		Asia		South-Eastern Asia

		PK		Pakistan		Asia		Asia		Southern Asia

		PL		Poland		Europe		Europe		Eastern Europe

		PT		Portugal		Europe		Europe		Southern Europe

		PY		Paraguay		South America		Americas		South America

		QA		Qatar		Asia		Asia		Western Asia

		RO		Romania		Europe		Europe		Eastern Europe

		RS		Republic of Serbia		Europe		Europe		Southern Europe

		RU		Russia		Europe		Europe		Eastern Europe

		RW		Rwanda		Africa		Africa		Eastern Africa

		SA		Saudi Arabia		Asia		Asia		Western Asia

		SB		Solomon Islands		Oceania		Oceania		Melanesia

		SD		Sudan		Africa		Africa		Northern Africa

		SE		Sweden		Europe		Europe		Northern Europe

		SI		Slovenia		Europe		Europe		Southern Europe

		SK		Slovakia		Europe		Europe		Eastern Europe

		SL		Sierra Leone		Africa		Africa		Western Africa

		SN		Senegal		Africa		Africa		Western Africa

		SO		Somaliland		Africa		Africa		Eastern Africa

		SR		Suriname		South America		Americas		South America

		SS		South Sudan		Africa		Africa		Eastern Africa

		SV		El Salvador		North America		Americas		Central America

		SY		Syria		Asia		Asia		Western Asia

		SZ		Swaziland		Africa		Africa		Southern Africa

		TD		Chad		Africa		Africa		Middle Africa

		TG		Togo		Africa		Africa		Western Africa

		TH		Thailand		Asia		Asia		South-Eastern Asia

		TJ		Tajikistan		Asia		Asia		Central Asia

		TL		East Timor		Asia		Asia		South-Eastern Asia

		TM		Turkmenistan		Asia		Asia		Central Asia

		TN		Tunisia		Africa		Africa		Northern Africa

		TR		Turkey		Asia		Asia		Western Asia

		TT		Trinidad and Tobago		North America		Americas		Caribbean

		TW		Taiwan		Asia		Asia		Eastern Asia

		TZ		United Republic of Tanzania		Africa		Africa		Eastern Africa

		UA		Ukraine		Europe		Europe		Eastern Europe

		UG		Uganda		Africa		Africa		Eastern Africa

		US		United States of America		North America		Americas		Northern America

		UY		Uruguay		South America		Americas		South America

		UZ		Uzbekistan		Asia		Asia		Central Asia

		VE		Venezuela		South America		Americas		South America

		VN		Vietnam		Asia		Asia		South-Eastern Asia

		VU		Vanuatu		Oceania		Oceania		Melanesia

		XK		Kosovo		Europe		Europe		Southern Europe

		YE		Yemen		Asia		Asia		Western Asia

		ZA		South Africa		Africa		Africa		Southern Africa

		ZM		Zambia		Africa		Africa		Eastern Africa

		ZW		Zimbabwe		Africa		Africa		Eastern Africa







THE OPPORTUNITY 

Setting the benchmark for 
Cybersecurity Testing…



THE PROJECT – COMPREHENSIVE BEST PRACTICES 
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Geographies

Regulatory 
landscape

OEMs

Type Approval

Self Regulation

Europe

USA

China Tiers TIC Institutes Testing Facilities Solution 
Providers

Map existing best 
practices

Analyze the 
current and future 
testing trends

Provider guidelines for 
harmonized cyber testing
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CROSS WG-PROJECT

Guide lines AnalyzingMapping

WG1 WG2 WG3

CyberSec test 
scenarios 

Testbed capabilities for 
CyberSec testing

Simulation/SW analysis 
based CyberSec testing

Automotive Cyber Security Testing in IAMTS



Let’s create safety and trust in
tomorrow´s world of smart mobility together.

sustainable. integrated. leading.



Q & A
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For further information please contact 
eddie@cybellum.com

mailto:eddie@cybellum.com
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