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ABOUT TRUSTWORTHINESS
From VDE-AR-E 2842-61
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ABOUT TRUSTWORTHINESS
Special Focus on Connected AVs
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SECURITY           
Absence of unauthorized 
disclosure of information

SAFETY     
Absence of catastrophic 
consequences on the user(s) 
and environment

Ability to allow time-synchronized low 
latency services 

TIME DETERMINISM

RELIABILITY
Guarantee of continuity 
of correct service

AVAILABILITY
Ability to deliver the service 

every time is required

RESILIENCY
Ability to withstand certain types of 

failure and yet remain reliable



CYBERSECURITY CHALLENGES
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Potential Cyber/Physical Interfaces into a CAV



STANDARDS
ENISA Publication on Connected and Automated Mobility (CAM)
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REGULATIONS
Going Beyond the Standards
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REGULATIONS

UN Regulation Automotive Cybersecurity

• Mandatory cybersecurity requirements as precondition for vehicle registration

• Certification is based on type approval by an authority which designated a technical service

• Objective: Impose minimum regulatory cybersecurity requirements to assure safety and data protection of the consumer in 
the vehicle and its infrastructure

EU Cybersecurity Act

• Voluntary certification of products with regard to cybersecurity (not yet specific to the automotive sector) -- certification 
could become mandatory in a later step

• Certification is based on self-certification for lower assurance levels or external certification for the highest assurance level

• Objective: Permit the consumer to identify products with a good level of cybersecurity (market transparency and security 
awareness)

Existing EU Requirements
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REGULATION – EU DEVELOPMENT

EU NIST 2.0 Directive

•Member States shall adopt a national cybersecurity strategy, designate competent national authorities, single points of contact and 
Computer Security Incident Response Team (CSIRT)s

•Member States shall lay down cybersecurity risk management and reporting obligations for essential entities and important entities 
(most micro and small entities are exempt)

• Management bodies of all entities shall take specific cybersecurity-related training.
• Entities shall take appropriate and proportionate technical and organizational measures to manage the cybersecurity risks

•A European Cyber Crises Liaison Organisation Network (EU - CyCLONe) shall be established to support the coordinated management 
of large-scale cybersecurity incidents

•Member States shall lay down obligations on cybersecurity information sharing

•ENISA is required to issue in cooperation with the Commission a biennial report on the state of cybersecurity in the Union

EU Directive
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RECENT DEVELOPMENTS IN THE EU
ENISA Publication on Connected and Automated Mobility (CAM)
Figures from “CYBERSECURITY STOCKTAKING IN THE CAM”, ENISA, November 2020 
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Figures from “CYBERSECURITY STOCKTAKING IN THE CAM”, ENISA, November 2020 
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